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1. HEJIA U 3AJIAYU U3YUYEHUSA JUCLHHAIIJINHBI
Ilenn ocBOeHHMS TUCHUNTUHBIL:
® OCBOEHHE CTYJEHTOM OCHOBHBIX METOJIOB U CPEJICTB aHAJIM3a MPOTPAMMHBIX peasln3allnii;
e opra"uzanus 3auuThl 110 oT BO31€MCTBHIT BPEJOHOCHOTO XapaKTepa;
3agauyu oCBOEHHS TMCIUIIUHBI:
e (GopMUPOBAaHNE HABBIKOB 3KCIIEPTU3HI KAYECTBA U HAJCKHOCTH PeaTU3aluid MPOrPaMMHBIX
Y TIPOTrpaMMHO-aNMapaTHBIX CPEJCTB obecrneueHnst HHGOPMAIIMOHHON O€301TaCHOCTH;
e (dopMUpOBaHUE HABBIKOB aHATN3a MPOrPAaMMHBIX peajn3aluil Ha MpeAMET HaIU4Ius
HEJJOKYMEHTUPOBAHHBIX BO3MOKHOCTEN;
o q)OpMI/IpOBaHI/Ie HAaBBIKOB BBISIBJICHUA BPCAOHOCHOI'O IPOTpaMMHOI0 O6€CH€‘I€HI/IH n
MIPOrPaMMHBIX 3aKJIaJI0K;
e (dopMUpOBaHNE HABBIKOB OLIEHKHU OMACHOCTH Y OOHApYKEHHBIX BPEIOHOCHBIX MPOTPaMM;
¢ Pa3BUTHC HABBIKOB INIAHUPOBAHUSA pa60T 110 JJOKaJIn3alnu HOCJ’IGI[CTBI/Iﬁ " IpCCCYCHUIO
0OHapy>XCHHOM aTaKw;
® pa3BUTHE HABBIKOB OpraHMU3aIK aHTUBHUPYCHOM 3alllUTHI;
e (¢dopMUpOBaHHE HABBIKOB 3aIUTHl MPOTPAMMHBIX pealu3allu OT H3yYeHUus U
MoK,

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JIMCIMIUIMHA OTHOCUTCS K YMCITy BapUaTHBHBIX TUCIHMIUIMH B pamMKax 00pa30BaTebHOM
MporpaMMbl U 4YHUTaeTcss B 8-M ceMecTpe cryAeHTaMm crnenuanbHoctu «WHbopmanmonHas
0€301acHOCTh ABTOMATU3UPOBAHHBIX CUCTEM)» OYHOU (DOPMBI 00yUEHUS.

JlJis yCTenrtHoro U3y4eHus AUCIUILTUHBI HEOOXOAMMBI 3HAHUS U YMEHUS, MPUOOPETCHHBIC B
pe3yabTaTe OCBOCHHUS KypcoB «BBIYHMCIHMTENBHBIE METOABI B airedpe W TEOPHH YHUCEID,
«TeopeTuko-4nciIOBEIE ~ METOABI B KpuHTOrpadun, «MaremaTudeckue  MOJAETH
WH(POPMAIMOHHBIX cucTeM», «KommbrotepHble cetn», « HCTpyMeHTa bHBIE CPEICTBA KOHTPOIIS
3alUIICHHOCTH WHpopMmarny, «TexHudyeckue cpeacTBa OOHAPYKECHHsS] KaHAIOB YTEUKH
nHpopMaIum.

Pe3ynpTaThl OCBOGHHWS IUCIHHMIUIMHBI OyAyT HEOOXOAMMBI i JallbHEHIIero mpoiecca
o0y4eHHsT B paMKax IO3TAamHOTO (OPMHUPOBAHUS KOMIICTCHIIMA TPU HM3YYCHHH CIIEAYIOIINX
muctumuinH: «Teopust KoaupoBaHUs, CKATUS W BOCCTAHOBJICHHS HHpOpMAIUN», «MeToabl
anredpandeckol reoMeTpur B Kpunrorpagumy, «Atrtectamus o0BEeKTOB WH(OpMaTHU3AHMHY», a
TaKKe JJIs1 TPOXOXKACHHUSI IPAKTUK U TOCYIaPCTBEHHON UTOTOBOM aTTECTaIUH.

3. HEPEYUEHbD IIVIAHUPYEMBIX PE3VJIBTATOB OBYUEHMUA 11O JUCIHUIIJIMHE
MOAYJIKO), COTHECEHBIX C IITAHUPYEMbBIMMU PE3YJIIBTATAMU OCBOEHUA
OBPA3OBATEJBHOM TPOT'PAMMBI

[Ipomniecc wW3yueHUss AUCHUIUIMHBI «3aluTa TMPOrpaMM U JIaHHBIX» HampaBjieH Ha
(hopMHUpPOBaHKE CIEAYIONIMX KOMIICTCHITHH.

Kox u wHaumenoBaume | Ilepeyens miaHupyeMbIX pe3yJbTATOB OO0Y4YeHUs] MO IMCUHMUILINHE

peannsyemoii (MOy.110), COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTHKEHUS KOMIIETEH M
KOMIETeHIHH

IK-3 CrniocobeH | 3naer:

pa3pabaTbIBaTh Kpurepun onieHku 3(pPeKTUBHOCTH U HAJIC)KHOCTU CPEACTB 3aIUTHI

MPOEKTHbIE peUIeHusl 1O | nH(OpPMALUK TPOrPaMMHOTO OOeCTieueHusl aBTOMATH3UPOBAHHBIX
3amrTe WHQPOpPMAlMKU B | CHCTEM

aBTOMATHU3MPOBAaHHBIX Ymeer:

cucreMax Onpenensitb METOAbl YIpPaBJIEHUs JIOCTYNIOM, THIIBI JOCTyNa H
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MpaBUjIa pa3rpaHUYEHUs JOCTYIA K 00BEKTaM JOCTYTIa, MOJUIeKAIIUM
peanu3al B aBTOMaTH3UPOBAHHOMN CHCTEME

Baapeer:

Haspikamu pa3paOOTKH MPEUIOKEHUH 110 COBEPILICHCTBOBAHHIO
CHCTEMBI yIIpaBlieHUs 0€30MacHOCThI0 HH(POPMAILIUU B
ABTOMATH3MPOBAHHBIX CHCTEMAX

IIK-6 Cniocoben
MPOBOAUTH KOHTPOJIb
3alUIIEHHOCTH
uHpopmanuu or HCJJ

3naer:

MeTob1 3a1UTH HHOOPMALMK U METOIUKN KOHTPOJIS 3aIUIIIEHHOCTH
uHpOpMAlMM OT HECAHKIIMOHMPOBAHHOTO JIOCTYNa W CIELUATbHBIX
IIPOrpaMMHBIX BO3/ECHCTBUI Ha HEe

Ymeer:

[IpoBoauTh OLICHKY 3AIUIIEHHOCTH uHpopManuu oT
HECAaHKIMOHUPOBAHHOI'O OCTYIIA U CIIELIMAJIBHBIX BO3ICHCTBUN
[IpoBepsiTh pabOTOCIOCOOHOCTH CPEACTB 3aUIUTHl HH(POPMAIUH OT
HECAaHKIMOHUPOBAHHOIO JIOCTyIla M CIELUAJIbHBIX BO3-ICUCTBUH,
BBIITOJIHEHUE MPABWII UX SKCIUTYaTalUH

Baapeer:

HaBbikamu npoBeieHHs] KOHTPOJIS 3alIUIIEHHOCTH HH(OPMAILIUU OT
HECAaHKIIMOHUPOBAHHOIO TOCTYIA U CIIELMAJIBHBIX BO3ACHCTBUN

4. OBIAA TPYJTOEMKOCTb AUCIHUITIJIMHBI
4.1. O0beM TUCHUILIMHBI B 3a49€THBIX eIUHHUIIAX (Bcero) 3.
4.2. O6vem oucyunaunsl no 6UOAM Y4eOHOI padomol:

KomnuectBo yacoB (popma o0ydeHus - fHEBHAS)
Bun yuebHO# paboTh Beero B 1.4, 10 cemecTpan
o
TUIaHY g
Konrakrthas pabora
oOyJaronmxcs ¢ 54 54
IpernojaBaTeneM
AyIUTOpHBIC 3aHSTHUS:
o Jlek1in 36 36/36%*
o] IpakTHyeckue u
CEMHMHAPCKUE 3aHATHUS
eJlabopaTopHsIe pabOTHI
(;mrabopaTopHbIit 18 18/18*
MIPAKTUKYM)
CamocrosTenpHas pabota 54 54
Popwa Texymero JlaGopaTopHsie
KOHTPOJISI 3HAHUH U paboTs!
KOHTPOJIA ’
P . TECTHPOBaHHE
CaMOCTOSITEITEHON pabOTHI
Kypcosas pabora
Bcero vacos o
108 108
JUCHUIUINHE
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Bunel npoMexyTouHoi

3a4. CI.

aTTeCTaIuH (9K3aMeH, 3auér 3a4er
3a4er)
OO0m1ast Tpy10OEMKOCTb B 3

*B cnyuae HeobOXoOumMocmu UCHONb308AHUSL 8 YHEOHOM npoyecce YaCMUYHO/UCKIIOYUMENbHO
OUCAHYUOHHBIX  00PA308AMENbHLIX MEXHONo2U 8 mabauye uvepe3 Ccleul YKA3bleAemcs
Koauuecmao uacos pabomst I1I1C ¢ obyuarowumucs 01 nposedeHus: 3auamuti 8 OUCMAHYUOHHOM
gopmame ¢ npumeHenuem I1eKMPOHHO20 00YyYeHUs

4.3. Conep:xanue IMCOMILIMHBI. Pacnipenenenne 4yacos mo remam U BUAaM y4eOHOIl padoThI:

®dopma 00yueHus oYHas
Buabl yueOHBIX 3aHITHIA dopma
AyIUTOpPHBIE 3aHATHS TeKyIero
yAHTOP 3ansaTus y
Mpakrade JlaGopat B CamocT | KOHTpOJIA
Hassanue pasnenoB u tem | Bceero P opHbIe osiTeJIb SHAHUH
Jlek CKHe 260ThI HHTEPaAK st
107074 3aHATHSA, P > THBHOM 5
NMPaKTHK pa6ora
CeMHUHAaPbI dopme
YMBI
1 2 3 4 5 6 7
Paznen 1. AHaJIm3 nporpaMMHBIX peajiu3amuil
1. ITocTaHoBKa 3agauu 1 0 4 TECTHPOBAHUE
aHaM3a MIPOrPaMMHBIX
peanu3aiuin.
2. Metop 3KCIIEpUMEHTOB C 2 1* * 2 nabopaTopHas
“yepHBIM SLTUKOM . pabora,
TECTUPOBAHME
3.CraTuuecKuii METO/I. 2 1* * 2 nabopaTopHas
pabora,
TECTUPOBAHME
4 JIluHaMUYECKUH METO/I. 2 1* * 2 nabopaTopHas
pabora,
TCCTUPOBAHHUC
5.0cobeHHOCTH a”amsa 2 1 4 naboparopHast
HEKOTOPBIX BHIOB ITPOTpaMM pabora,
TCCTUPOBAHHUC
Paszgea 2. 3amura nporpaMMHBIX peaju3anuil
6. IlocTaHoBKa 3a1aun 1 0 4 TECTUPOBAHKE
3aIUTHl TIPOTPAMMHBIX
peanu3alui OT U3y4YEHHsI.
7. JluHaMHu4ecKoe 2 1* * 2 nabopaTopHas
H3MEHEHME KOaa pabora,
HporpaMMbI‘ TCCTUPOBAHUC
8.UckyccTBeHHOE 2 1* * 2 naboparopHast
YCJIOKHEHUE CTPYKTYPbI pabora,
HpOFpaMMbI TCCTUPOBAHUE
9.HectanmapTHbIe 2 1* * 2 naboparopHast
oOpaleHus K QYHKIHSIM pabora,
ONEePaLMOHHON CHUCTEMBI. TECTUPOBAHUEC
10.UckyccTBeHHOE 2 1* * 2 nabopaTopHas
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YCJIOKHEHHUE AT OPUTMOB pabora,
00pabOTKM TaHHBIX TECTHPOBAHUE
11.BeisiBiienue dakra 2 1% * 2 naboparopHas
BBITIOJTHEHUS TIPOTPaMMBbI pabora,

I0J1 OTJIAAYUKOM. TECTUPOBAHHUC
Pa3znen 3. IlporpaMMHbIe 3aKJIaIKH, IIYTH UX BHEPEHNsI, CPeACTBA U MeTOAbI POTHBOACHCTBUSA
NMPOrpaMMHBIM 3aKJIAJKaM
12. ITporpamMMHBIC 3aKJIa KK 2 0 4 TECTUPOBAHKE

1 (hopMalTbHBIE MOJICITH HX
B3aMMO/ICHCTBHS C
aTaKyeMOU CUCTEMOH.
13. ®opmanpHas MoIETh 2 1* * 2 naboparopHast
“gabiroaTenn”’. paborta,
TCCTUPOBAHHUC
14. ®dopmanbpHas MOJIETh 2 1* * 2 naboparopHast
“nmepexsat’’. pabora,
TECTHPOBAHHE
15. ®opmanbHas MoJEIb 2 1* * 2 nabopaTopHas
“HCKaKeHHE . pabora,
TECTHPOBAHHE
16. MeToabl BHEIPEHUS 2 1 4 maboparopHast
MPOTrpaMMHBIX 3aKJIaJI0K. pabora,
TCCTUPOBAHHUC
17. KoMIploTEpHBIE BUPYCHI. 2 2 4 nabopaTopHast
pabora,
TCCTUPOBAHHUC
18. CpeacTra u METOIBI 2 1 4 naboparopHast
3aIUTEI OT IPOrPaMMHBIX pabora,
3aKJIAJI0K. TCCTUPOBAHHNC
19. OpranuzanoHHbIE U 2 2% * 4 naboparopHast
aIMUHUCTPATUBHBIE MEPDI pabora,
AHTMBHMPYCHOM 3allIUTHI. TECTHPOBAHUE
3auer
Htoro 108 36 18 (18%) 54

*-3aHSTHS TIPOBOJISITCS B UHTEPAKTUBHOU popMme
5. COAEP) KAHUME JUCHUIIJIMHBI MOAYJIA)
Pazgen 1. AHaan3 NporpaMMHBIX peajiu3anuid.
Tema 1. IlocraHoBka 3agauMm aHaJU3a NMPOrpaMMHBIX peaausaunuil. [loctaHoBka 3amauu
aHaJIM3a IPOrpaMMHBIX peanu3aluuil. AKTyaJbHOCTb 3a7jaud aHajlnu3a IPOrPaMMHBIX pealu3aluil.

Otanbpl aHajau3a NOporpaMMHON peanu3anuu. [logxoabl K BOCCTAHOBJIIEHUIO aJITOPUTMOB,
peanu3yeMsbIX IpOrpaMMon.
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Tema 2. MeTtoa 3KCIIEPUMEHTOB € “YepHbIM AMMKOM”. OnucaHue MeTo/1a 3KCIIEPUMEHTOB C
“gepHBIM AIMMUKOM’. BapuaHThl MOCTAHOBKM 3aJayd aHAJIM3a MPOTrPpaMMHOMN peaau3aluyd Mpu
NPUMEHEHUH METOoJa OKCIEPUMEHTOB C “4epHbIM sIUKOM”. D(PPEeKTHBHOCTb MeToJa
skcnepuMeHToB. Henocratku meroma skcrepuMeHTOB. CBeleHMs 00 aHaIM3UPYyEeMOM
IPOrPaMMHOM IPOIYKTE, MOIy4aeMble METOI0M SKCIIEPUMEHTOB: (hOopMaT 3arojIOBKOB OMHAPHOTO
¢ailna JaHHBIX, HATMYUE WM OTCYTCTBHUE MapKaHTa B KPUIITOCHCTEME, 3aBUCUMOCTh MapKaHTa,
UCTOJB3YEMOr0  KPUNTOCUCTEMOM, OT TEKYIIEro BpPEMEHH, THUIl KPHUITOrpaduyeckoro
npeoOpa3oBanus. [Ipumep npuMeHeHUs: METO/1a SKCIIEPUMEHTOB.

Tema 3. Crarnuyeckuii meroa. OnucaHWe CTAaTUYECKOTO METOJA aHalv3a POTrpaMMHBIX
peanm3anmii. DQPGEKTUBHOCTh cTaTUdeckoro Meroaa. JluzaccemOnmepsl W WX  yCIOBHas
knaccudukanmsa. [IpobGnemsl  peanuzanul  aIrOPUTMOB  JAM3aCCEMOTMPOBAaHUS:  MpobdiieMa
BOCCTAHOBJICHHSI CHMBOJIMUYECKUX WMEH, MpoliieMa pazNudyeHHus KOMaHI M JaHHBIX, Mpodiiema
OTpesieNIeHUs] TPaHUIbl MAITMHHOW KOMaH[bl. THUIOBBIE OCOOEHHOCTH KOMIWISILIMM MPOTPaMM.
Huzaccembnep IDA Pro m mumarmn Hex-Rays um ux Bo3moxnoctu. Ilpumep npumeHneHus
CTaTHUYECKOT0 METOJa.

Tema 4. Jlunamuveckuii Meron. OnucaHue NTUHAMUYECKOTO METOJAa aHAJIM3a MPOTrPaMMHBIX
peanmzanuii. Otnaaka U oTIaguUKU. PakToOpbl, OrpaHUYMBAIOLINE BO3MOYKHOCTH OTJIAJUYUKA.
Mexanusm pabotsl otnaguuka. dmaru TpaccupoBku. Touku octaHoBa. OTIIaIOYHBIC PETUCTPHI U
annapaTHble TOYKN OcTaHOBA. JlOCTOMHCTBA M HEIOCTATKM allapaTHBIX TOYEK OCTaHOBA. Metox
MasKOB. DTalnbl aHaJu3a MPOrpaMMbl TUHAMHUYECKUM METOIOM. METO bl MOKMCKa UHTEPECYIOIEN
¢ynkuun. Meron MmasikoB. OddekTuBHOCTH MeTona MaskoB. Bpibop wmaskoB. [Ipumep
puMeHeHust MeToa MaskoB. Meroy Step—Trace. OcobeHHOCcTH TpuMeHeHHs MeToaa Step-Trace.
D¢ dextuBHocTh MeToma Step-Trace. Merox aHaim3a TOTOKOB BHYTPH Iporpammbsl. Meton
anmapaTHOM TOYKH ocTaHOBa. D¢(HEKTUBHOCTh METOJa amnmapaTHOM TOYKH OCTaHOBa. MeTtoj
Step-Trace BToporo »stama. Meroapl aHanmu3a 1enaeBod (yHKuuM mnporpammsl. [lpumep
MPUMEHEHUS TUHAMHYECKOro MeToa. D¢ (HEeKTUBHOCTh IUHAMUYECKOTO METO/Ia.

Tema 5. (Oco0eHHOCTH aHAJIHM3a HEKOTOPbLIX BHAOB mporpamMm. OBeplieiiHbIE MPOTPAMMBI.
[Ipobnembl aHanmu3a oBepieHbIX mnporpamm. Jlucneruep oBepieeB. I[IpoOnemsl aHamm3a
rpadgudeckux mporpamm mog Windows. Momudukanus meroma Step-Trace. HMcmonb3oBanue
Spy++. IIpoGmembl aHanmu3a OKOHHBIX (YHKIMI mporpaMmbl M (YHKIMA [pOrpamMMbl,
BbI3bIBa€MBbIX U3 HUX. [IpoOneMsl aHanmu3a nuanoroBslx (QyHKIuM mporpamm. Ilpumep anammusa
rpaduudeckoit mporpammel B OC cemeiictBa Windows. [IpoGiiembl aHanu3a napamienbHOro KoJa.
[TpobGnembr ananmusa kona B pexxume sgapa B OC cemeiictBa Windows. CuCTeMHBIC OTIIATYHKH.
Cuctemusblii ortnaguuk Syser. OcoOeHHOCTH paboThl ¢ oTinaauukoM Syser. BcromorarenbHble
WHCTPYMEHTHI aHajiu3a mporpamMM. MOHUTOP aKTUBHOCTH mpoueccoB ProcMon. Bo3moxxkHocT
yTunuTsl ProcMon. YTtunuta ynpasienus nporeccamu Process Explorer. Bo3MoKHOCTH yTHIINTHI
Process Explorer. CBoticTBa mporieccoB, onpezensiembie yTuinuToi Process Explorer.

Pa3znen 2. 3amuTa nporpaMMHBIX peajiu3amuii.

ITocTaHoBKa 3a7a4H 3alIUTHI IPOrPAMMHBIX peaju3anuid oT udydyeHus. IloctanoBka 3amaun
3aIIUTHl IPOTPAMMHBIX pean3aluil OT M3y4eHHs Ba)KHOCTh 3aluThl MPOrpaMM OT aHaIM3a.
IIpynynHEl OTKa3a OT IPUEMOB 3aIUUTHI IPOIPAMMHBIX peaM3aluid OT aHaiu3a. /JocToMHCTBa U
HEJIOCTAaTKHU 3allMThI MPOTPAaMMHBIX peanu3anuii oT aHanuza. [I[pumep nmporpamMmel ¢ 3aIUTON OT
ananu3a. CriocoObl BKIIIOUEHUS 3aIUTHI OT aHaJIM3a B IPOrPaMMHYIO pealIn3aluio.

Tema 6. Jlunamuueckoe u3MeHeHHe Kkoaa mnporpammbl. CrocoObl  OpraHu3aIuu
TUHAMUYECKOT0 HW3MEHEHUsi koaa mporpammbl. [loHsitue pacnakoBmuka. PacmakoBka Koja.
PacmakoBmuk UPX. IlpemmymectBa W  HemocTaTKM  pacnakoBmukoB. Ilommmopdaoe
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npeobpazoBanue koaa. Hanbosee npocteie monuMopdHbie mpeoOpa3oBaHusl KOAA. «3aCCHBAHHUE)
KOJla «IycCThIlIKaMu». BcTaBka B KOJI KOMaHJI YCJIOBHBIX IMEPEXOJIOB Ha Cilyd4ailHble ajipeca Mo
TOKIECTBEHHO JIOKHBIM YCIOBHSM. 3aME€Ha KOMaH] CMHOHHMMaMHd. 3aMeHa PErucTpoB M (WIJIH)
JIOKAJIbHBIX  TIEPEMEHHBIX,  HCIOJb3yeMbIX  KoMmaHaamu. Hegocratku — moauMopgHBIX
npeoOpa3oBaHui.

Tema 7. HckyccTBeHHOE YCJIO:KHEHHE CTPYKTYpPbI nmporpamMmbl. CriocoObl MCKYCCTBEHHOTO
YCIOXKHEHHUSI CTPYKTYpBHl TpOTrpaMMbl. BbI30B  (DyHKIMM HECTaHIAPTHBIMH  CIIOCOOAMHU.
KocBennblii BbI30B (yHKIMU. BBI30B (DyHKIMM MOCPEICTBOM MaIIMHHOW KOMaH[bl ret. Bri3oB
dbyHKIMHM Yepe3 00paboTUNK UCKITIOYUTEIIBHON CUTyallud. BbI30B QyHKIIMN B OT/ACILHOM ITOTOKE.
Be3oB ¢ynknmu uepes myia norokoB worker thread. BoizoB ¢yHKIMHM uepes3 mys MOTOKOB wait
thread. Be13oB ¢yHKIMM yepe3 nepenady HEKOTOPOMY OKHY HECTaHIApTHOTO COooOIeHus. BbI3oB
¢yHkuun mo TaiimMepy. BBI30B (QyHKIMM dYepe3 TepeuMcClIEHHE JIOUYEPHUX OKOH OKHa,
COJZIeprKaIlero €AMHCTBEHHOE Jo4YepHee OKHO. BbI30B (pyHKIMH uyepe3 MepeyuclieHHe TIIaBHbBIX
OKOH MPOrpaMMBbl, UMEIOIEH eTUHCTBEHHOE ITIABHOE OKHO. BBI30B (hyHKIMK Yepe3 mepeuncieHne
(haioB MOAKAYKA CHCTEMbI, UMEIOIICH €IMHCTBEHHBIN (haity mojkauku. Bei3oB QyHKIMu yepes
ACMHXPOHHBIN BBOA-BbIBOJ. HecTangapTHbIE cr1OCOOBI CpaBHEHUS JaHHBIX.

Tema 8. Hecrangaptasie oOpameHuss K (yHKOUSIM —omneparuoHHOM cuctemMbl. CrocoOsl
OpraHu3alliil  HECTaHJAPTHOrO  oOOpameHuss K  (QYHKOUSAM  ONEpAllMOHHOW  CHCTEMBI.
JNuuamuuecknii ummnopt. Mcmonp3oBanue 0Oosiee HU3KOYPOBHEBBIX CHCTEMHBIX (YHKIIMHA, 4eM
00b1yHO. Mcnonb30BaHne COOCTBEHHBIX pean3aliii cTaHaapTHRIX QyHKIHMA 1 koMoHeHT B OC
cemerictBa  Windows. Hcnosbp3oBaHne  TOCpeOHUYECKOTO  JpaiiBepa. Vcmonb3oBaHue
HECTaHIAPTHBIX IyTeH pealu3aluyd TeX WIM HHBIX CHCTEeMHBIX (yHKUIui. Monudukamms
Ta0JINLIBI aJIPECOB UMIIOPTOB MPOTPAMMBbI B XOZI€ BBITTOJHEHUS TIPOTPAMMBI.

Tema 9. lckyccTBeHHOE — YCIOKHEHHE  alrOpPUTMOB  00paboTkuM  naHHBIX.  CrocoOsr
HCKYCCTBEHHOTO YCIIOKHEHHUSI aJrOPUTMOB OOpaOOTKH JaHHBIX. MHOTOKpaTHOE KOMHMPOBAaHHE
JaHHBIX C MecTa Ha Mecto. KomupoBaHHMe OJHUX M TEX JK€ JaHHBIX C HCIOJb30BAHUEM I10
Ha3HAYCHHUIO TOJHKO OJHON M3 Komwid. [IpuMeHeHWe K JaHHBIM CIIOXKHBIX TPEeoOpa3zoBaHUM.
Paz0Ouenue anroputMoB 00pabOTKM JaHHBIX Ha ()parMeHThl. YCIOKHEHHass 00paboTKa OIIHOOK.
HckyccTBeHHOE ycioKHEHHE (hopMaTa JaHHBIX. XpaHEHUE JaHHBIX B HEOOBIYHBIX MECTAX.

Tema 10. BrisBienne (akta BBIMOIHEHUS MPOTPAMMBI MMOJ OTAAAYUKOM. CrioCOOBI BBISBIICHHS
(hakTa BBIOJHEHUS MPOTPaMMBI 1O oTNIaquukoM. Mcnonp3oBanue ¢pyHkimu IsDebuggerPresent.
[IpoBepka KOHTPOJBHBIX CYMM YYacTKOB KOJZIa, KOTOpPhIE HE JOJDKHBI HM3MEHSATHCS B XOJE
OOBIYHOTO BBIMIOJIHEHUS MPOrpaMMbl. OTCICKUBAHUE UIUTEIHLHOCTH BBIMOTHEHUS TE€X WU MHBIX
YYacTKOB Koja mporpammbl. HaBsi3piBaHWE OTIAQAYUKY JIOKHBIX TOYEK OCTaHOBA. 3acCOpEHHUE
KOHCOJIM OTJIa{4MKa MHOTOKPAaTHBIMH BbI30BaMH cucTeMHoi ¢yHkimu OutputDebugString.

Tema 11. BrolsiBneHHME KOHKPETHBIX OTJIaJYMKOB IO KOCBEHHBIM IIpu3HakaM. lcmonb3oBaHue
OJTHOTO M3 IIPOLIECCOB MNPOTrpaMMHON peaau3aluyd B KadecTBe OTianyuka. lcmonb3oBanue
IPOrPpaMMHBIX ~ OHIMOOK KOHKPETHBIX OTJaJ4YMKOB. 3aliMTa OT aHajiu3a JpaiBepos,
BeITIONTHsIOUXCST B pexkume siapa OC cemerictBa Windows. IlepexBatr mpepwsiBanuii 1 u 3,
UCIOJIb3YEMBIX OTIaAUUKAMU. AHAIN3 COAEPKUMOTO OTJIAJOUYHBIX PETUCTPOB B LIETAX BBIABICHUS
annapaTHbIX TOYEK OCTaHOBA. BpeMeHHOe nepeHanpaBieHue cTeka TEKYLIero noToka Ha 00J1acTh
OINEepaTUBHOW NaMsATH, JII0O0e oOpalleHue K KOTOPOW BBI3BIBACT (DaTaIbHYIO HUCKIIOUHUTEIBHYIO
CUTYaLUIO.

Pa3nea 3. IlporpamMHbIe 3aKJIaIKH, IYTH UX BHEPEHHs], CPeICTBAa U METObI
NPOTHBOAEHCTBHUSA MPOrPAMMHBIM 3aKJIAKAM.
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Tema 12. IIporpaMmmHble 3akaagku W (opMajibHbIe MOJAEJH HX B3aNMOAEHCTBHA C
arakyeMoii cucremoii. OOmue cBeaeHus. [lonarue nporpammuoil 3aknaaku. OcCHOBHas
OIMaCHOCTh MPOTPaMMHBIX 3aknajok. Hambosee u3BecTHblE MporpaMMHble 3akiagkd. OOmme
cBeleHHUss W 0a3oBble TOHATHSA  (GOPMAIbHOW  CyOBEKTHO-OPHEHTHPOBAHHOW  MOJIEIH
KOMIIBIOTEpHON cucTembl. Hambonee wu3BecTHhle (QOpMaiIbHBIE MOJECIN B3aUMOACHCTBUSA
MpOTpaMMHOM  3aKJaJKM C aTakyeModl cuctemoil. Kraccudukamus THUNHYHBIX — CXEM
B3aUMOJCUCTBUS IPOrPAaMMHOM 3aKJIAJIKU C aTaKyeMOU CHUCTEMOM.

Tema 13. ®opmanbHas Moaedb “Habmogatenb”. Onucanme  (opMambHOW  MOJEH
“nabmrogarens”’. OCOOEHHOCTH, BO3MOXKHOCTH M HEJAOCTATKH MPOTPAMMHBIX 3aKJIaJIOK Kjacca
“Habmonatens”’. CKpBITBIM yNaleHHBIA KOHTPOJIb 3apaK€HHOM CHUCTeMbl. JlOMOJHHUTEIbHbIE
3a/laud, pelaeMble TPOrpaMMHBIMHM  3aKJIaJikaMu  Kjacca “‘HaOmromarens”.  [lpumepsr
nporpaMMHbIX 3akianok: Back Orifice, NetBus, Pinch. Kinment-cepBepHas apxurtekrtypa,
TpeOOBaHUsI K CEpBEpPHOM dYacTH W 0000mIeHHas cxema (YHKIIMOHUPOBAHHS TMPOTPAMMHON
3aKJIa KK Kiacca “Habmromarens”’. MackupoBKa MPOTOKOJIA B3aUMOJACHCTBHS KIIMEHTA U CepBepa
MIPOrpaMMHOM 3aKJIaJIKH Kjacca “HabmomaTess .

Tema 14. ®opmanbHas moaeab “mepexBar”. Omnucanue (HopMaTbHOM MOACIH “‘TiepexBaT .
OcHoBHBIE 00BEKTHI epexBaTa. CrocoObl mepexBaTa napoiieil. Anroput™M padoThl epexBaTUUKa
rmapoJied epBoro pojaa. AJTOPUTM paboThl KJIaBUATypHOro (uibTpa (MepexBaTUMKa Maposiei
BTOPOTO poja). ANTOPUTM pabOThl 3aMECTUTENS MOJACUCTEMBI ayTeHTU(UKANK (TIepexBaTIMKa
napoJyied TpeTbero ponaa). MoHuTops! (aitnoBeix cucreM. Monutop cetu. [IpuHIMNIB paboThI
MOHHTOpPA CEeTH. THIBI CETEBBIX MAKETOB, MOAXOMSIINX IS repexBara. [IporpammHas 3akiaaka
KJ1acca “yoopka mycopa. JloCTOMHCTBa M HEIOCTaTKU MPOTPAMMHBIX 3aKJIaJIOK Kilacca “riepexBar’
Ka)KJI0TO BHJIA.

Tema 15. ®opMajbHasa MojelIb “HckaxeHue”. Onucanue GopMalbHON MOJENN “UCKa)KEeHUE .
Meroasl HECAaHKI[MOHUPOBAHHOTO MTOBBIILICHUS ITOJITHOMOYHI MIOJI30BATENEH.
HecaHKIIMOHMPOBAaHHOE MCIOJIB30BAaHUE CPEACTB JUHAMMYECKOIO M3MEHEHMS ITOJHOMOYUH.
[Ipumepbl HECAaHKIIMOHMPOBAHHOTO HCIIONB30BAHMUSI CPEICTB JUHAMHYECKOTO HM3MEHEHHS
nonHomounit B OC cemetictBa UNIX u Windows. Metoa moOpokIeHUST JOYEPHETO Mpolecca
CHUCTEMHBIM IMPOLIECCOM M €ro TeXHHUYecKas peanusanus. Meron Moaudukanuy MalliHHOTO KOAa
MOHHTOpA 0e30macHOCTH 00beKTOB. Bapnanuu ¢popmanbHOn Mozenu “‘uckaxenue”’. Crenc-
texHosoruu. Crenc-aparisep. OyHKIUU CTEJIC-IpaniBepa.

Tema 16. MeToabl BHeipeHUsI MPOrPAMMHBIX 3aKJA10K. BHepeHre mporpaMMHOM 3aKiIaaku
B aTaKyeMyl0 CHCTEMY B TepMHHaX CyOBEKTHO-OpHEHTHPOBaHHON Mmozenu. Knaccuduxarms
METOJI0OB BHEJPEHUS MPOTrpaMMHBIX 3aKJIaJoK. MeToa MacKUpOBKHM MPOrPaMMHON 3aKJIAJKH MO
npukiagHoe [10 u ero Bapuanuuu. [Ipumep peanuzanun MaCKUPOBKH TPOTPAMMHOM 3aKJIa KU MO
npukiagHoe [10. MackupoBka nporpaMMHoi 3akiaaku noj cucremHoe [10. Meron nmoaMensl
cuctemHoro I1O. Beibop mporpamMMHOro MOMyJs Uisi MOAMEHBI. Bo3MOXXHOCTH peanm3anuu
METO/1a TIOJIMEHBI CHCTEMHOTO MPOTrpaMMHOro obecriedeHus B coBpeMeHHBIX OC. Metos npsMoro
aCCOLIMMPOBAHMS IMPOTPAMMHOM 3aKJIAJKA C IPOrpaMMHBIM MOAYJeM. MeToa KOCBEHHOTO
aCCOIMUPOBAHUS MPOTPAMMHOM  3aKJIaJKH C MPOrpaMMHBIM  MoxayieM. (OcoOeHHOCTH,
JOCTOMHCTBA M HETOCTATKU KaXKJ10T'0 U3 METOJIOB BHEPEHUS TPOTrPaMMHBIX 3aKJIaJ0K.
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Tema 17. Komnbrorepuble Bupychl. DopManbHble ONpEAEIEHUS KOMIBIOTEPHOTO BHpYyca.
CBoiicTBa KOMIIBIOTEPHOro BHpyca. KpaTkass XpOHOJOTHS 3BOJIIOLMN KOMIBIOTEPHBIX BUPYCOB.
TpeGoBanust K KOMIIBIOTEPHOMY BUpYCY. JlOMONHUTENbHBIE TPEOOBAaHUS K BUPYCY B YCIOBHAX
COBPEMEHHOW  omepannoHHON  cucteMbl.  Crenc-mexaHm3Mbl B BUpycax.  CrmocoObl
pacnpocTtpaHeHus BUpycoB. CeTeBble BUPYChl. KpaTkas XpoHOJIOTUsl pa3BUTHS CETEBBIX BUPYCOB.
Bupyc MSBlast, ero Bo3HukHOBeHHE 1 0cOOeHHOCTH. OCHOBHBIE KJIACCHl COBPEMEHHBIX CETEBBIX
BHUPYCOB. OnnaiiH-BUPYCHI. AnTropUTMBI (YHKIMOHUPOBAHUS
OHJIAWH-BUPYCOB. MeTonbl MOJy4eHHUs AOCTylla K pecypcaM KOMIBIOTEPOB-kepTB. llouToBbIE
BUpYChl. OTINYHUS MOYTOBBIX BUPYCOB OT OHJIAWH-BUPYCOB. DTarbl pabOThl MOYTOBOTO BUpYCa:
BBIOOp OYepeTHOW JKEPTBBI, 3allOJTHEHHE TEMBbl M Tejla 3JEKTPOHHOTO MHCbMA, MPHKPEIUICHUE
BHpYCa K MHChbMY, OTIIpaBKa 3apaKEHHOro MHchMa xkepTBe. CrocoObl pean3aluy 3TarnoB padoThl
IIOYTOBOTO BHpYycCa.

Tema 18. CpencrBa W MeTOAbI 3alIUTHI OT MPOrPAMMHBIX 3aKJAA0K. MeToAbl 3allUThI
KOMITBIOTEPHBIX CHUCTEM OT MPOTrpaMMHBIX 3akjIagoK. OCHOBHbIE NPUHIUIIBI KOMIIBIOTEPHOU
CUCTEMbl B OTHOIIEHUU MporpamMMHbiX 3aknafok. Ilpunmun munumuzanuu [10. ITpuHumn
MUHMMH3aLUKA TIOJIHOMOYUM ToJib3oBaTens. KoHuenuus uU301MpOBaHHON MPOTPAaMMHOM CpEbl.
JlomomHUTEBHBIE TTPOTPAMMHBIE CPEACTBA 3aITUTHI KOMITBIOTEPHON CHCTEMBI OT MPOTPAMMHBIX
3aKkiagok. TpeOoBaHUS K MOMOTHUTEIBHBIM MPOTPAMMHBIM CPEICTBAM 3alIUTHl KOMITHIOTEPHOM
CHUCTEMBI OT MPOTPAMMHBIX 3aKJaZoK. MeToasl OOphOBI C TPOrpPaMMHBIMH 3aKJIaJKaMH B
KOMITBIOTEPHBIX cucTteMax. CKaHUPOBAHME CHUCTEMbl Ha MPEIMET HAIUYMS MPOrPAMMHBIX
3akiagok. CUTHaTypHOE CKaHHpOBaHWE. DBPUCTUUYECKOE CKaHUpoBaHHWe. OCHOBHBIC MPU3HAKU
HAINYHS B CKAHUPYEMOM 00BEKTE KOMIBIOTEpHOTo BHpyca. CriocoOs! “oOMaHa” 3BPHCTUYECKOTO
ckaHepa. JIOCTOMHCTBA W HEJIOCTATKH CUTHATYPHOTO M BPUCTHYECKOTO CKAaHUPOBAHUH.

Tema 19. Opranu3zanuoHHble W AAMUHUCTPATHBHbIE Mepbl AHTHUBHPYCHOHM 3alUTHI.
OCHOBHBIE MEPONPUATHSA [0 OPraHU3ALMOHHOMY COIIPOBOXIECHHUIO AHTHUBHUPYCHOM 3aIMTHI.
HNHcTpyKTHpOBaHUE MOJb30BaTeNell. BEIOOp MOMEHTa TPOBENCHHSI MHCTPYKTaXa IMOJIb30BaTeleH.
IIpocMoTp W aHanM3 [JaHHBIX perucTpauud W MoHMTOpuHra. KoHTponp kauyecTBa
ayTeHTU(UKAIIMOHHBIX JaHHBIX I0JIb30BaTeseil. PerynspHble mpoBepKU aJeKBaTHOCTU MTOBEACHUS
JIULl, OTBCTCTBCHHBIX 3a O6GCH€‘I€HI/I€ aHTHBprCHOﬁ 3alllUTBl CCTHU, B CJIy4dYacC YCIICIIHBIX
BHUPYCHBIX aTak. PeryisipHble HHCIIEKIIUU COCTOSHUSI aHTUBUPYCHON 3alUTHI.

6. TEMbI IPAKTUYECKHUX U CEMAHAPCKHNX 3AHATHUI
[TpakTHyeckre U CeMUHAPCKUE 3aHATHS HE MPETYCMOTPEHBI Y4eOHBIM TIAHOM.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBIN ITIPAKTUKYM)
[uxn mabopaToOpHBIX pabOT BKIIOUAET B ce0s1 3 00BEMHBIX J1a00OpaTOPHBIX PaObOTHI. 3amauamMu
IHUKJIa ABJIAKOTCA:

o OCBOCHME OCHOBHBIX METOJIOB aHAJIM3a IIPOrPaMMHBIX pealM3alui Ha IPAKTUKE;

o OCBOCHHE MPUHIUIIOB pabOTHI C COBPEMEHHBIMH JU3acceMOiepaMy U OTJIaAUUKaMHU;
o OCBOCHME OCHOBHBIX METOJ0OB 3aLUTHI IPOIPAMMHBIX pealU3aluil OT aHAIU3a;

(]

OCBOCHHEC OCHOBHBLIX METOJ0OB OpraHu3any 3aliUuThl OT IPOTrPaMMHBIX 3aKJIa0K 1 BUPYCOB
B KOMIIBIOTCPHBIX CUCTCMAX.

JlaGopatopnasi 1. IloBTopenue. OcCHOBBI padoThI ¢ acceMbaepoM.
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[lenr: mMOBTOpEeHWE OCHOBHBIX JJIEMEHTOB sI3bIKa accemOiepa W COOTBETCTBYIOIIMX
pUEMOB PabOTHI ¢ acceMOIepOM.

Copepxanne pabOThL: TpOrpaMMa Ha SI3bIKE acceMOusiepa s mporieccopoB Intel u ee
CTPYKTYypa, OCHOBHBIE KOMaHIBI B s3bIKe accemOiepa misi mporeccopoB Intel, mpepsiBaHus,
¢aiinoseie onepanuu B OC Windows, acceMOiepHbIe MaKpOOIIPEICTICHHSL.

Pe3ynbTaT: KOHCOJIBHOE MPHIIOKEHHE, PEATH3YIOIIECe PEIICHUE TIOCTABICHHON 3a/1a4H.

Meronudeckue yKa3aHWs: BBIMOJHEHHE 3aJaHUsl JOJHKHO BECTHCHh C HCIOJIB30BaHUEM
accemOnepoB u IDE cpen pa3zpaboTku.

JlaGopatopHast 2. AHaJIM3 NPOrpaMMHBbIX peaiu3aluii. [enb: nonyyeHue HaBBIKOB
aHalM3a TOPOrPaMMHBIX  peanu3aruii, padoTel ¢  OTIaAYUKaMU | JU3acceMOJiepamu.

Copepxanuie pabOThl: aHAIM3 MPOTPAMMHBIX pealli3allii METOJIOM SKCIIEPUMEHTOB C
“4qepHBIM SIIIUKOM~ W €ro pa3HOBUJIHOCTH, CTaTMUYECKMM METOJ aHajliu3a NpOrpaMMHBIX
peanu3anuii 1 ero pa3HOBUIHOCTH, JUHAMHYECKU METOJ aHAJIM3a NMPOrPAMMHBIX peau3aluil u
€ro pa3HOBUAHOCTH, AaHAJIU3 OBEPJCHHBIX MPOrpaMM UM  OKOHHBIX TMPUIOKEHUUH B
OC cemeiictBa Windows.

Pesynbrat: mogpoOHass AEMOHCTpaLUsi pe3yJbTaToB paboThl, OTYET O MPOJAETAHHOM
pabore.

Meronuyeckue yka3aHMs: BBINOJIHEHHME 3aJaHMsl JOJDKHO BECTHCHh C HCIOJb30BaHUEM
nu3acceMOIepoB, OTIAJAYUKOB, M BCIOMOTATENbHBIX MPOTPAMMHBIX CPEACTB,, OTYET MOJIKEH
cojiepKaTh NOAPOOHBIN aHATTN3 TPOJIETaHHONW PAOOTHI.

JlaGopatopnas 3. 3amuTa NPOrpaMMHBIX peaiM3aluii OT HccaeJ0BAHUS.

Lenp: mnomyueHue HABBIKOB IOCTPOEHUS 3alUTHl IMPOTPAMMHBIX pealn3aluil  oT
UCCIIEIOBaHUS.

Copneprxanue pabOThl: OpraHU3alus JUHAMUYECKOTO HM3MEHEHHUS KoJa IpOTrpaMMBI,
HCKYCCTBEHHOI'O YCIIOKHEHUS CTPYKTYpPBI IPOrpaMMBbl, HECTAaHAAPTHOIO OOpaIleHus K (pyHKIUAM
ONEpPAllMOHHON CHCTEMbl IIPU pean3allid [pPOrpamMMbl, HCKYCCTBEHHOI'O  YCIIOXKHEHMS
QITOPUTMOB  00pabOTKM  J@HHBIX B  IIpOrpamMMe, BbIABICHHMS  (DakTa  BBINOJIHEHMS
IIPOrPaMMBbI MO, OTJIATUUKOM.

Pe3ynbTar: KOHCOJIIBHOE TNPUIIOKEHHUE, pPEaNM3yIOIlee PEIICHUE ITOCTABICHHOM 3a1adu,
NoJIpoOHast AEMOHCTPALIUS PE3yJIbTaTOB PA0OTHI, OTYET O MPOAEIaHHON paboTe.

Meroauueckne yka3aHWs: BBINOJIHEHHE 3aJaHMs JOJDKHO BECTHCH C HCIOJIB30BaHUEM
acceM0iiepoB, au3acceMmOiepoB, omiaquukoB U IDE cpen pa3paOoTku, OTYET AOIDKEH CONEpKaTh
MOAPOOHBIN aHATIN3 MPOACTAaHHON PaOOTHI.

8. TEMATUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PE®GEPATOB
KypcoBsie paboThl, KOHTPOJBHBIE pa0OTHI, pedepaTsl HEe TPETYCMOTPEHBI YIEOHBIM TLTAHOM.

9. HEPEYEHB BOITPOCOB K 3AYETY
. 3HaTh [TIOCTAHOBKY 3aJ]a4ul aHAJIM3a IPOrPaMMHBIX peasIn3alui.
3HaTh 3Tarbl AHAIU3A MPOTPAMMHBIX peATH3AINH.
3. 3HaTh onMCaHHUE, BO3MOKHOCTH, JOCTOMHCTBA U HEAOCTATKU METOJA IKCIIEPUMEHTOB C
“4epHBIM SITUKOM .
4. YMeTh NpUMEHATh METOJ] SKCIIEPUMEHTOB C “‘UEPHBIM SIIIIUKOM™ IIPH aHAIM3€ MPOrPaMMHBIX
peanu3anui.
5. 3HaTh onMCcaHKUEe, BO3MOKHOCTH, JOCTOMHCTBA U HEAOCTATKU CTATUYECKOT0 METO/1Aa aHAIN3a
MPOTPAMMHBIX peaU3alIHil.
YMeTb IPUMEHATh CTATUYECKUI METOJI aHAJIN3a IPOTPAaMMHBIX pealn3alnii Ha PAKTUKE.
7. YMeTh paboTath ¢ Iu3accemMOIepaMu.

N —

a
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8. 3HaTh onMcaHue, BO3MOKHOCTH, JOCTOMHCTBA U HEJAOCTAaTKU AMHAMUYECKOT0 METO/1a aHAIN3a
MPOrPAMMHBIX peaIU3alIHil.

9. 3HaTh OCHOBHBIE METO/IbI TOMCKA HHTEpECYIoUIel (DYHKIIMH B IPOTPAMMHON peaTn3alyy.

10. YmeTh npUMEHATh METOJ MasikOB Ha MPAKTHUKE.

11. Ymers npumensats meron Step-Trace Ha mpakTHKe.

12. YMeTh NpUMEHATh ITMHAMUYECKU METO/I aHAJIM3a MPOrPAMMHBIX peaJIn3alii Ha MPaKTUKE.

13. Mmeth npeacTaBieHue 0 MEXaHU3Max pabOTHI OTIAAUUKA.

14. Ywmers paboTatrh C OTIQAUYUKAMH IPOTPAMMHBIX PEaTH3aIHi.

15. Nmetp npeactaBiaeHus o paboTe ¢ OTIaAYMKaMHU YPOBHS sJIpa.

16. 3HaTh 0COOEHHOCTH aHAIM3a OBEPICHHBIX MPOTPAMM.

17. 3naTh ocobeHHOCTH aHaM3a rpadudeckux nporpamm B OC cemeiictBa Windows.

18. MmeTh npencTaBiieHUs: 0 BO3MOXKHOCTAX MakeTa yTuiuT Syslnternals.

19. 3HaTh NOCTAHOBKY 3aJ1a4 3alIUThl IPOTPAMMHBIX peaTu3aluid OT U3YUYECHHUS.

20. 3HaTh JOCTOMHCTBA U HEAOCTATKH 3aLUTHI IPOrPaMMHBIX pealn3aliil OT aHaIu3a.

21. 3HaTh OCHOBHBIE CITOCOOBI 3aIIUTHI MPOTPAMMHBIX peai3aluii OT aHaIu3a (TUHAMAYECKOe
MU3MEHEHHE KOJa TPOrpaMMBbl, UCKYCCTBEHHOE YCIIOKHEHHE CTPYKTYPBI IIPOrPaMMBl,
HEeCTaHAapTHOe oOpalieHue K (yHKIUSAM ONEepallMOHHON CHCTEMBI, UCKYCCTBEHHOE
YCIIO)KHEHHUSI aJITOPUTMOB 00PaOOTKH JTaHHBIX, BHISIBICHNE ()aKTa BHITIOJTHEHUS POTPaAMMBbI
MO/ OTIATIUKOM).

22. YMeTb peann3oBaTth 3alIUTy IPOrpaMMHOM peanu3aliy OT aHaJIu3a Ha MPaKTUKE.

23. Nmetsh npenacraBieHus 0 CyObeKTHO-OPHUEHTHPOBAHHON MOCIIA KOMITBIOTEPHOM CHCTEMBI.

24. 3Hatb onpesereHrne IPOrpaMMHON 3aKJIa/IKU U TIPEIbsABIsIeMble K Hell TpeOOBaHMUA.

25. 3HaTh OCHOBHBIC (pOpMaTBLHBIC MOJIEITH B3aUMOICHCTBUSI IIPOTPAMMHOMN 3aKJIaJKU C
aTaKyeMOH CUCTEMOM.

26. 3HaATh JOCTOWHCTBA, HEOCTATKU W MIPUHITUIIBI (PYHKITMOHUPOBAHUS KXo (popMaabHOI
MOJIEJIN B3aUMOJICHCTBUS IPOTPAMMHOM 3aKJIQJKH U aTaKyeMoi cucTeMsl (“‘Habmoaarens”,
’nepexBar’, "UCKaKEeHUE”).

27. 3HaTh OCHOBHBIE METO/bI BHEAPEHUS IPOIPAMMHBIX 3aKJIaJ0K.

28. 3HaTh JOCTOMHCTBA, HEAOCTATKU U MPUHIUIBI QYHKINOHUPOBAHUS KaXI0TO METOAa
BHEJIPEHUS MPOTPAMMHBIX 3aKJIaJ0K (MaCKUpPOBKA MMOJ] MpUKiIaaHoe u cuctemuoe 110,
noaMena cucremHoro 10, Metoa npsiMOro U KOCBEHHOTO aCCOLMUPOBAHUS C POTPAMMHBIM
MOAYJIEM).

29. 3HaTh ompeneneHne BUpyca U MPEabIBIsIEMbIE K HeMy TpeOOBaHMUS.

30. 3Hath KIaccu(pUKAUIO K 0COOEHHOCTH (PYHKIIMOHUPOBAHUS KaXKIOT0 Kiacca MPorpaMMHBIX
3aKJIaJI0OK ¥ BUPYCOB.

31. 3HaTh OCHOBHBIE CPEACTBA U METO/IbI 3ALIUTHI OT IPOrPAMMHBIX 3aKJIAJI0K.

32. 3HaTh OCHOBHBIE OPraHU3AIMOHHBIE U AAMUHUCTPATUBHBIC MEPHl AaHTUBUPYCHOM 3AIMTHI.

33. YMeTb opraHu3oBaTh 3aIIUTy OT IPOTPAMMHBIX 3aKJIaJ0K U aHTUBUPYCHYIO 3aIIUTY B
KOMIIBIOTEPHOM CHUCTEME.

10. CAMOCTOATEJIBHASA PABOTA CTYJAEHTOB

Ha3panue pa3nenoB u TeM | Bua camocrositeJibHOM Oo0bem B DopMa KOHTPOJIS
padoThI yacax
[TocTanoBka 3agaun | [IpopaboTka yaeOHOTO 4 3auer,

aHaJIM3a MPOTrPAMMHBIX MaTepuana, MOJArOTOBKA K TECTUPOBAHUE
peau3anmii. caade 3a4yeTa

2. Merton [IpopaboTka yueOHOTO 2 JlaGopaTtopHas
HKCIIEPUMEHTOB C “dEpHBIM | MaTepuala, MOJAr0oTOBKa K paborta, 3auer,
SIIUKOM . caade 3adera, 1abopaTopHbIE TECTUPOBAHUE
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paboThI

3. Craruueckuit meton. | [IpopaboTka yue6HOTO JlaGopaTtopHas
MaTepuaina, MOJArOTOBKA K pabora, 3auer,
c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

4. JlnnaMu4decKkuit [IpopaboTka yueOHOTO JlaGopaTtopHas

METO/I. MaTepuaina, MOJArOTOBKA K paborta, 3auer,
caye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

5. OcobenHoctr [IpopaboTka yueOHOTO JlaGopaTtopHas

aHaJIM3a HEKOTOPHIX BUJIOB | MaTepuaia, MOJArOTOBKA K pabora, 3auer,

IPOrPaMM. caye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

6. [TocTanoBka 3agaun | [IpopaboTka yaeOHOTO 3auer,

3aIIUTHI TPOTPAMMHBIX MaTepuaina, MOJArOTOBKA K TECTUPOBAHUE

peanu3anuii OT U3yyeHusl. c/aye 3ayera

7. JluHamuueckoe [TpopaboTka yueGHOTO JlaGopaTopHnas

U3MEHEHHE Koa MaTepuaia, MOJIroTOBKa K pabora, 3auer,

POTPaMMBI. ciaue 3a4era, JJabopaTopHbIC TECTHPOBAHUE
paboThHI

8. HckyccTBeHHOE [IpopaboTka yueOHOTO JlaGopaTopHas

YCII0)KHEHHUE CTPYKTYPBI MaTepuaina, MOJArOTOBKA K paborta, 3auer,

POrPaMMBI. c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

9. HecrannapTtabie [IpopaboTka yueOHOTO JlaGopaTtopHas

oOpamieHus K QyHKIHIM MaTepuaia, MOArOTOBKA K pabora, 3auer,

OTIEpPAIMOHHOMN CHCTEMBI. c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

10.  HckyccTBeHHOE [IpopaboTka yaeOHOTO JlaGopaTtopHas

YCII0)KHEHUE aJITOPUTMOB MaTepuaina, MOJArOTOBKA K pabora, 3auer,

00pabOTKH JaHHBIX. caade 3adera, 1abopaTopHbIE TECTUPOBAHUE
paboThI

11.  BwiiBienue dakra [IpopaboTka yueOHOTO JlaGopaTtopHas

BBITIOJTHEHHSI IPOTPAMMBI MaTtepuaina, MOJrOTOBKA K pabora, 3auer,

MO/ OTJIQAUYUKOM. c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

12.  IIporpammHubIe [IpopaboTka yueOHOTO 3auer,

3aKIaKu U (hopMaIbHbIC MaTepuana, MOJArOTOBKA K TECTUPOBAHUE

MOJIEIH UX B3aUMOJCHUCTBUSA | c/laye 3auera

C aTaKyeMOM CUCTEMOM.

13. ®dopmanwsHas Mmozenb | [IpopaboTka yue6HOTO JlaGopaTtopHas

“Habmromarens”. Marepuaia, MOATrOTOBKA K paborta, 3auer,
c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

14. dopmanwsHas Mmozenb | [IpopaboTka yue6HOTO JlaGopaTtopHas

“nepexsar’’. Marepuana, MOATOTOBKA K pabora, 3auer,
c/aye 3a4era, JJabopaToOpHbIe TECTUPOBaHUE
paboThI

15. dopmanwsHas Mmozenb | [IpopaboTka yue6HOTO JlaGopaTtopHas
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“HcKaxkeHue”. Marepuaia, MoAroTOBKa K paborta, 3auer,
c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

16.  Meroxasl BHenpenus | [IpopaboTka yueOHOTO JlaGopaTtopHas

MPOTPaMMHBIX 3aKIIAJO0K. MaTepuaina, MOJArOTOBKA K pabora, 3auer,
c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE
paboThI

17.  KommbioTepHbIC [IpopaboTka yueOHOTO JlaGopaTopHas

BUPYCHI. MaTepuaina, MOJArOTOBKA K pabora, 3auer,
c/aye 3a4era, JJabopaToOpHbIe TECTUPOBaHUE
paboThI

18. CpenctBa u metonbl | [IpopaboTka yue6HOTO JlaGopaTopHas

3aIIUTHI OT MPOTPAMMHBIX MaTepuana, MOJArOTOBKA K paborta, 3auer,

3aKJIaJI0K. c/aye 3a4era, JJabopaToOpHbIe TECTUPOBaHUE
paboThI

19. Opranu3anroHHbIE U [IpopaboTka yueOHOTO JlaGopaTtopHas

aIMAHHCTPATHUBHBIC MEPHI | MaTepuaia, MOJArOTOBKA K pabora, 3auer,

AQHTUBUPYCHOM 3aIlIUTHI. c/aye 3a4era, JJabopaTopHbIe TECTUPOBaHUE

paboThI
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11. YYHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE
JUCHUIITINHBI
a) CnucoK peKoMeHayeMoii TuTepaTyphl
OCHOBHasl
1. Cysoposa, I'. M. NudpopmanmonHas 6€30macHOCTh : yueOHOe mocodue 171 By30B /
I'. M. CyBopoBa. — 2-e u3j., nepepad. u gorn. — Mocksa : U3gatensctBo FOpaiit, 2023. —
277 c. — (Beicmiee oopazoBanue). — ISBN 978-5-534-16450-3. — TekcT : 2IeKTpOHHBIH //
Oo6pazoBatenpHas miatdopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/531084
2. ®enun, @. O. Undopmanmonnas 6e3o0nacHOCTb 0a3 TaHHBIX : yuyeOHoe ocodue / @. O.
®enun, O. B. Tpybuenko, C. B. UuckunoB. — Mocksa : PTY MUP3A, 2020 — Yacts 1 —
2020. — 133 ¢. — Texkcr : anekTpoHHbIH // JIaHb : 2IeKTPOHHO-OMOIMOTEYHas cucTeMa. —
URL: https://e.lanbook.com/book/167605
JAOMOJTHUTEJIbHAs
1.bopucos A.b., KommeHTapuii k rpak1IaHCKOMY KOJIEKCY pOCCUICKOM (peneparnu yactu
4yeTBepToil (mocrarelinsiii). [IpaBoBoe peryaupoBaHue OTHOLICHUN B Chepe MHTEIICKTYaIbHOM
cooctBeHHOCTU. C TOCTaTEHBIMU MaTepUaIaMH U MIPAKTUICCKUMHE Pa3bICHEHUSIMU. ABTOD
KOMMEHTapUEB M cocTaBUTENb - A.b. bopucos - m.: kanxHbIi Mup, 2007. - 288 c. - isbn 978-5-
8041-0286-0 — URL: http://www.studentlibrary.ru/book/isbn9785804102860.html
2.10ep6axoB A.1O., A.1O. lllep6akoB. CoBpeMeHHasi KOMITbIOTEpHAs O€30MaCHOCTb.
Teopernueckue ocHoBbI. [IpakTuyeckue acnekTsl. YuebHoe mocodue. - M.: Kuwxkusiit mup, 2009.
- 352 c. - ISBN 978-5-8041-0378-2]. — URL:
http://www.studentlibrary.ru/book/ISBN9785804103782.html
3.ABepuenkoB, B. W. 3amuTa nepcoHaNbHBIX TaHHBIX B OpraHu3anuu : MoHorpadwus / B. U.
ABepuenkoB, M. 1O. PeitoB, T. P. I'alinynun. — bpsHck : bpsiHCkuii rocy 1apcTBEHHbIN
TexHu4Yeckuit yausepcutet, 2012. — 124 ¢. — ISBN 5-89838-382-4. — TekcT : 37eKTpOHHBIH //
DnexTpoHHO-0nbMMoreuHas cucrema [IPR BOOKS : [caiiT]. — URL:
http://www.iprbookshop.ru/6993.html

Y4eOHO-MeTOAMYECKAS

1. Cyreipkuna E. A. Mertonuueckne yka3zaHus K JaOOpaTOpHBIM paboTaM IO AUCITUTUIMHE
«AHanmu3 ySA3BUMOCTEH TPOrpaMMHOTO OOECHEYeHHUs» MJi CTYACHTOB CHEIHAIbHOCTEH
10.05.01 «KommbrotrepHass Oe3zomacHocth» #u 10.05.03 «Mubopmamnmonnas 6e30mMacHOCTb
aBTOMAaTH3MPOBAHHBIX cHcTeM» ouHOW Qopmbl oOyuenuss / E. A. Cyrteipkuna; Yal'V,
OMUUAT. - YaesHoBek : Yal'¥, 2019. - 3arn. ¢ skpana; HeomyOnmkoBaHHBEIN pecypce. -
DNEeKTPOH. TEKCTOBBIE JaH. (1 daiin : 1,10 MB). — URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/5603

CorracoBaHo:
Benymuii cnermmanuct Hb Yal'y / Tepexuna JLLA. / ﬂ'/\/ _/ 04.05.2023 /
JIOJDKHOCTH COTPYAHUKA HAYYHO!H OHOIMOTEKH DO TOJINHUCH nara
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0) [IporpaMmMHoOe o0ecrieyeHmne
MoitOduc Crangaptabeiii, AnbT Pabouas ctantus 8.
Jlnst 06pazoBaTeabHOTO Mpoliecca Mo JaHHON TUCIUILIMHE HeoOX0auM crarroHapHbIi kiace [TK
C YCTaHOBJIEHHBIM CJIEIYIOLIUM MPOTPaMMHBIM 00ECIICUEHUEM :
— RadASM,
— WinAsm Studio,
— MS MASM,
— fasm,
— NASM,
— Hex-Rays IDA Pro Disassembler,
— OllyDbg.
— MS WinDbg,
— SyslInternals,
— Qt Creator / Qt,
— Eclipse CDT.

B) IIpodeccuonasbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1eKTPOHHO-0UO0INOTEYHbIE CUCTEMBbI:

1.1. Hudposoii oopazoBatenbHbIid pecypc [PRsmart : anexkTpoHHO-0MOIMOTEUHAsI cCUCTEMA

caiir / OOO Kommanus «Ai Ilm Ap Memma». - Caparos, [2023]. — URL:
http://www.iprbookshop.ru. — Pexum nmoctyma: [jisi 3aperuCcTpup. IoJib3oBaTeneil. - Tekcr :
3JIEKTPOHHBIN.

1.2. O6pasosarenshas miathopma FOPAUT : 06pasoBaTebHbIl pecypc, SIEKTPOHHAS
oubmmoreka : caiir / 000 DiekTponHoe n3arenbetBo «FOPAUT». — Mocksa, [2023]. - URL:
https://urait.ru. — Pexxum goctyna: jyist 3aperucTpup. mojab3oBaresei. - TeKCT : 3JeKTPOHHBIN.

1.3. ba3za nannbIXx «OnekrpoHHas O6ubimoreka texuuueckoro BY3a (ObC «Koncynbrant
CTYJICHTa») : JIEKTPOHHO-OMOMnoTeunast cucrema : cat / OO0 «llomurexpecype». — Mockaa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum focTymna: s 3aperucTpup.
MoJjb30BaTeNen. — TeKCT : 3JIEKTPOHHBI.

1.4. KoHncynbTaHT Bpada. DNEKTpOHHAS MEIUIIMHCKas OMOIMoTeKa : 0a3a JaHHBIX : CalT /
OOO «Bepicmiag 1mIKoda OpraHW3alMid W YOPaBICHHS 3ApaBOOXpaHeHHEM-KoMIIeKCHBIN
MEIUIIMHCKUN KOHCAnTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexum
JOCTyTa: JJIsl 3apErUCTpUp. Moab30BaTenel. — TEKCT : 3JIeKTPOHHBI.

1.5. Bonpmas MenunuHcKas OMOIMOTEKa @ 3JIEKTPOHHO-OMOIMOTEYHasl cucTeMa : CauT /
00O «bykan». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3aPETUCTPUP. MOJIb30BaTeNeH. — TEKCT : DJIEKTPOHHBIM.

1.6. ObC Jlanp : anexkTpoHHO-OMOMMOTEUHas cuctema : cadt / OO0 DBbC «Jlawpy. —
Cankr-IlerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexxum nmoctyma: amst 3apeructpup.
MoJjb30BaTenen. — TEeKCT : 3JIEKTPOHHBI.

1.7. OBC Znanium.com : 3J1eKTpOHHO-OnbmuoTeunas cucrema : cat / OO0 «3HaHuym». -
Mocksa, [2023]. - URL: http:/znanium.com . — Pexum poctyma : s 3aperucTpHp.
[IOJIb30BaTeNeH. - TEKCT : DJIEKTPOHHBIN.

2. KoncyastantIlinwoc [DnexkTpoHHBINH pecypc]: crpaBodHas mpaBoBas cuctema. / OO0
«Koncynbrant Ilmoc» - DnektpoH. naH. - Mocksa : KoncynsrantlIntoc, [2023].

3. ba3pl JaHHBIX NEePUOAUYECKUX U3TAHUIN:
3.1. eLIBRARY.RU: nayunas snexktpoHHass OubOnmoteka : caiitr / OOO «Hayunas
OnektponHas bubmmoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum noctymna : mist
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aBTOPU3. II0JIb30BATENIEH. — TEKCT : 3JIEKTPOHHBII

3.2. DnexktponHas O6ubmmoteka «M3matenbckoro noma «I'pedennuxoB» (Grebinnikon) :
anekTpoHHas Oubmmoreka / OOO W]l «['pebennuxoB». — Mocksa, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pesxum moctyna : mjis aBTOpHU3. TOJIb30BATEIICH. —
TekeT : ANMEeKTPOHHBIN.

4. @enepanbHas TrocymapcTBeHHas uHGopmarmoHHas cucrema «HarmumoHanpHas
3JIEKTpOHHAst OMOIHoTEKay : 31eKTpoHHas Oubnanoreka : caidt / ®I'BY PI'b. — Mockaa, [2023]. —
URL: https://H36.pd. — Pexxum moctyna : mnst mosib3oBareneil HaydHoil Oubmuorekn. — Tekcr :
3JIEKTPOHHBIMU.

5. Poccuiickoe oOpazoBanue : ¢enepaibHbiii mopran / yupenutenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 3JI€KTPOHHBIMN.

6. DnexTpoHHas OubaMoTeuHas cucrema Yiul'V : mMomynb «DIeKTpoHHas OMOIHMOTEKa»
ABUC Mera-ITPO / OO0 «Jlata Dxcmpeccy». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum
JOCTyTA : JUIsl TOJIh30BaTeNe HayqYHOH OMOIMOTeK:. — TEKCT : 2IEKTPOHHBIH.

. /)
CornacoBaHo: / r\ .
__ Wnxenep Besyuwmi / lypenxo 10.B. [ PA\ A / 04.05.2023

Jlosmknocts corpyannka YHTT MdHO nn:rﬂjh aana
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJINHBI

Aymutopust -3/316. Ayautopus Ais TPOBENEHUS JICKIMOHHBIX, CEMUHAPCKUX H
MPAKTUYECKUX 3aHATUH, TEKYIIEro KOHTPOJS U MPOMEXKYTOUHOM aTTECTAalllH, TPYMIIOBBIX U
WHINBUAYaTbHBIX KOHCYJIbTaIUH. Kowmmekr MIEPEHOCHOTO MYJIbTUMEUITHOTO
o0opynoBaHusa: HOYTOYK C BbIX0JOM B MHTepHeT, 3kpaH, mpoektop, Wi-Fi ¢ goctymom B
Nuteprer, DUOC,3BC. 432017, YnpsiHOBCcKas 001acTh, T. YIbSIHOBCK, yiI. HabepexHas peku
Csusiry, 1. 106-3 koprmyc.

Aynmutopust 240 pans  mpoBeleHUs J1a0OpaTOPHBIX W NPAKTUYECKUX 3aHITHH,
TEKYyLIEro KOHTPOJS M IPOMEKYTOYHOW aTTECTAllUM, TPYNIOBBIX W HHJIUWBHUIYaTbHBIX
KOHCyJbTalui. 11 mepcoHampHBIX KOMIIBIOTEPOB, IPOEKTOpP, 3KpaH, CHUCTEMBI 3aIMUThI
unpopmanuu: Cobonb, Axkopa, Dallas Lock, Secret Net Studio. Cepep Vimark, AIIKIII
"Kontunent", Mapmpytuzatopsl Cisco, Cucrema 3ammtel uHpopmanuu ViPNet. 432017,
YaesHOBCKast 0011, T YIbIHOBCK, yi1 HabGepexxnas pexu Ceusiry, 1 106-2 xopmyc.

Aymutopust -230. Ayautopuss AN CaMOCTOSATEIbHOW  paboThl.  Ayautopus
YKOMIUIEKTOBaHA YY€HUUYECKON MeOenbio. 16 mepcoHabHBIX KOMITBIOTEPOB.

Aynutopust  -237. UYuranpHBId 3a]l HAaydYHOH OMOJMOTEKHM C 30HOW  JUIS
CaMOCTOSITENIBHOM ~ paboThl.  AyOUTOpHUS  YKOMIUIEKTOBaHAa  YYEHHYECKOH  MeOenblo.
KommnbrorepHass TexHuka, TeneBU30p, dKpaH, mpoektop. Cronm mna aun ¢ OB3. 432017,
VYbpsiHOBCKasi 007acTh, I. YJIBSIHOBCK, p-H JKene3sHomopokHbil, yia. Habepexxnas p. Cusiry,
No 106-1 xopmyc.

Peanuzamusi mporpaMMbl IUCHUIUIMHBL TpeOyeT Hamuuus ydeOHoU m1abopaTropuu.
O6opynoBaHnue ydeOHOU J1abOpaTOpUU: TOCAJAOYHBIE MECTa I10 KOJIHMYECTBY CTYACHTOB.
Texunueckue cpeacTtBa OOyYEHHS: KOMIIBIOTEPHI C  JIMIICH3MOHHBIM IPOTPAMMHBIM
o0ecrieyeHHeM:

— RadASM,

— WinAsm Studio,
- MS MASM,

— fasm,

- NASM,

- Hex-Rays IDA Pro Disassembler,
- OllyDbg.

— MS WinDbg,

— SysInternals,

— Qt Creator / Qt,
— Eclipse CDT.

13. CHIEHUAJIBHBIE YCJIOBUSA JJIS1 OBYUYAIOIIUXCSI C OTPAHUYEHHBIMU
BO3MOXHOCTSAMMU 3I0POBbSI
B ciaysae HeoOXomumocTH, OOydarOIUMCS W3 4YHCIA JIHIl C OTPaHUYCHHBIMH
BO3MOXKHOCTSIMH 3JI0POBBsI (110 3asIBJICHUIO O0YYAIOLIETOCs) MOTYT MPEIaraThCsi HEKOTOPhIS
U3 CIEQYIOIUX BapHAHTOB BOCHPHATHS WHPOPMAIMH C YYETOM UX WHIAUBHIYaTbHBIX
MCcUX0(pU3NIECKIX 0COOECHHOCTEH:

— JUIS JIMI] C HApYIICHUSIMU 3PCHUS: B MEYaTHOW (PopMe yBEIMYCHHBIM MmpU(TOM; B
(dopmMe 3JIEKTPOHHOTO JOKyMEHTa; B (opMme aymuodaiina (mepeBoa y4eOHBIX MaTepUalloB B
ayaunodopmart); B medatHoud (opme Ha si3bike bpaiiist; WHIMBHIyalbHbIE KOHCYJBTAIUU C
NPUBJICYCHUEM TH(IOCYPAOTIEPEBOAYNKA; NHANBUAYABHbBIC 3aJaHNsT U KOHCYJIbTAIINH;
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MunncrepctBo Hayku U Bbiciuero odpasosanus Poccuiickoit @enepaunu
VbsHOBCKHIT rOCy/1apCTBEHHBIH YHUBEPCHTET

®dopma

®-Pabouast nporpaMmma Mo JUCLUILIHHE

— JUI JIMI] C HapyIUICHUSAMHU cliyxa: B InedatHod Gopme; B (GopMe 3JIEKTPOHHOTO
JOKYMEHTa; BHUACOMATepHAlbl C CYOTUTpPaMH; WHAWBUIYaJbHBIC KOHCYJIbTAIUU C
MPUBJICYCHUEM CYPJIOTICPEBOAUNKA; WHIUBUYaIbHbIC 3aJIaHUS U KOHCYJIbTAIINH;

— JUIS JIMI] ¢ HapyIICHUSIMU OIOPHO-IABUTATEIBHOIO arapara: B redaTHouW (opme; B
dbopMe 3JCKTPOHHOTO ITOKyMeHTa; B ¢dopMe ayauodaiiyia; WHIUBUIYaJbHBIC 3alaHHs W
KOHCYJIbTAIUH.

B ciyJae HEOOXOIMMOCTH HCIIOJIb30BaHUS B y4eOHOM nporecce
YaCTUYHO/UCKITFOUUTEIILHO JMCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHHA, OpraHU3arlysl
pa6otsl TIIIC ¢ obOyuaronmucs ¢ OB3 1 WHBaIMIAMH MPETyCMATPUBACTCSA B JICKTPOHHON
UH(POPMAIIMOHHO-00Pa30BaTEILHOM Cpe/ie ¢ YUCTOM UX WHAMBHIYATbHBIX MCUXO(PU3UICCKUX
0COOEHHOCTEH.

i)

PazpaboTums: TOIEHT CvrripkuHa Exateprsa AnekceeEHa

BMDEHOCTE =HOD
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Mpuiaoxenne 1

11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JACIUATLITAHBI

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iludposoii obpazoBatenbHbIil pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAS CCTEMA

caur / OOO Komnanusa «Au Ilm Ap Meagma». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbll pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3maTenbeTBO «FOPAUTY. — Mocksa, [2024]. - URL:
https://urait.ru . — Pexxum octyma: ajist 3aperucTpyp. Mojib30BaTesei. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: ajis 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OnOimoTeka : 0a3a JaHHbBIX : cauT /
OOO «Bspicmiag mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MeguinHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «byxkam». — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrporHO-0ubIHOTEUHAas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3apeructpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 3BC Znanium.com : 371eKTpoHHO-OMOHOoTeuHas cuctema : cat / OO0 «3HaHmyMY.
- Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimioc [DnekTpoHHBIN pecypc]: cripaBodHas npaBosas cucrema. / OO0
«Koncynprant [lntoc» - Dnektpon. nad. - Mocksa : Koncynsrantllntoc, [2024].

3. eLIBRARY.RU: nayunas snextpoHHas Oubimoreka : caiit / OOO «Hayunas
OnektponHas bubmuoreka». — Mocksa, [2024]. — URL: http://elibrary.ru. — Pexxum noctyna : s
aBTOPU3. NIOJIb30BATENEH. — TEKCT : DIEKTPOHHBIN

4. M@enepajbHasi rocyaapcrseHHass uHpopManuoHHas cucrema «HanumoHnanbHas
3J1eKTPOHHAs1 OUOIMOTeKay : dNIeKTpoHHAasA OnbimoTeka : caiit / ®I'BY PI'b. — Mockaa, [2024].
— URL: https://a36.pd. — Pexxum noctyna : s monbp3oBarenell HayqdHou OnbmnoTexu. — Tekcr :
AJIEKTPOHHBIN.

5. Poccuiickoe o0pa3zoBanue : henepanpHbiii nopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 371€KTPOHHBIH.

6. daexTponHasi onbauoTeunasi cucrema Yal'y : Moayns «3nekTpoHHas OMOIHOTEKA»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIsl TIOJIb30BaTeNield HayqYHOU OMOMMOTekH. — TEKCT : AJIEeKTPOHHBIN.
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